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Confidentiality Integrity Availability

Secure Data
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Access fimitation: 13 howrs {of CPU ime for current fiscal year)
Account Number: AS5842

Type of Security Terminal
Data elements 3CCess level number Time lock
Customér number Read 10 04 08 00-17.00
Invoice number Read 10 04 08001700
Cash receipt Readiwnte 12 06 0B 00-12 00
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; e : 53, 27834, 37665, 44116 -
Data Field - ' Type of Access
Restrictions
All employee data for Read and Update
Division I only
» Medical history data None
« Salary None
N * Pensionable earnings None

Di

" Location: Division 1
Employee Identification

Codes with This Profile: 27321

Data Field Type of Access
Restrictions

All employee data for Read Only
Division 1 only
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Threat
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Expectedloss = L x P A X Py

L Potential loss

il

P, = Probability of attack
Py = Probability of success
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Exposure L x P, x Py = Expectedloss
1 500,000 1o 0.2 100,000
2 200,000 06 0.5 60,000
3 50,000 02 08 _ 8,000
Total Expected loss 168,000
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