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Civil Service
Over 100 million records, mostly dealing with government employees or applicants for
government jobs,

Defense Department
Over 400-million records pertaining to service personnel and perons investigated for such
things as employment, securily, or criminal activity.

Department of Commerce
Over 500 million records, primarily Census Bureau data, but including files on minority
businessmen and merchant scamen,

Departmet of Health and Human Services
Alimost two billion person records, including marttal, financial, and health information on
recipients of social seeurity, social services, medicaid, medicare, and welfare benefits.

Department of Housing and Urban Development
Almost 5O million records, including data on applications for houing assistance and
federally puaranteced home loans.

Department of Labour
Over 30 million records. mny involvi v people in {ederally financed work and Jop-lraining
programs.

Department of Transportation
Over 40 million records, including information on pilots, aircraft, boat owners, and all

motorists whose licenses have been withdrawn, suspended, or revoked by any state.

fjﬂj 10.1  The scope of U. S. government personal databases
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Justice Department
Over 200 million records, including information on criminals and criminal suspects,
aliens,persons linked to organized crime, securities-laws violators and “individuals who
relate in any manner o official FBI invcstiga(ions.”

Treasury Department
Over one billion records that inlude fils on taxpayers, foreign travelers, persons deemed by
the Seeret Service 1o be potentially harmful 1o the president, and dealers in alcohol,
fircarms, and explosives.

Veterants Administration
Alomost 200 million records, mostly on velerants and dependents now recciving benelits

or who pot thenmi in the past.

;‘1"1] 16.16 (D) The scope of 1S, government personal databases
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Multimillien-dollar coporations arc nol the only victims of computer- crime. Whether the
office has gne personal computer or an cutire business system, g dishonest employee or
snoopng outsider could bankrupt @ smalt business gperation.

Jerome Lobel, computer-security manager at Honeeywell, offered these simple sieps Lo
preventing compuler crime in a small business:

. Back up all important files with copies and store off the premises.

. Physically protcct computer system with locks.

. Place internal controls. Do not allow one person to have too much authority over data
processing [ansactions.

. Be careful where you get software, and know who wrote it

. Passwords should be unique, kept scerct, and changed frequently

. Use dedicated communications lines instead of dial-up networks or use “call up/answer
hack,” in which the computer discennects your call, checks for the phone number
corresponding to your password and calls back to allow access

. xtremely sensitive data can be cnerpted so that only onc or two people have access to it.

'.:;.ﬂ 16. 17 Simple steps help deter computer-crime demage
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. Do not put modems-a connection to the telephone lines-on a computer unless it is needed

i the business.

0w modem is used inthe business, disconnect and lock it away during off hours.

91 16.17 (919)
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