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CONTROLS

COMPUTER
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Recordlrlg  con t ro l s
Registration  con t ro l s
Verficalion  contro l
Control  totals
Programmed check1

,
c

I
,
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PROCESSING
CONTROLS

Software controls
Hardware controls
Check points

.

Regis,trat!on  con t ro l s
Ver i f i ca t i on  con t ro l s
Control listing
Programmed checks
User  feedback

Control programs
Hardware controls
ldentlfication  codes
F i l e  dup l i ca t i on

;‘d  10.12 Types of information processing controls

452 CT 105



CT 105 453



454 CT 105



Documentat ion
faci l i t ies

Audit information
retrieval system

~~  ~.  ..~

Report
generator

zlj  16.13 Audit  in(hmmation  management  system (AIMS) : capabilities 01

an ;rudit  sol’twarc  package
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(:y) User ldentlfication  and
authentication

(19 Authorizatw  checkmg

(3 L o g g i n g

(4’) Online surveillance

Security
report

program

Securftyl  violation
at tempt  repor ts

21 J 16.14 Overview of  the  features of a mz!jor  software package for computer

security  : IBM’s Resource Access  Control Facility (RACF)
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Employment  and
productivity

,

and o ther  e f fec t

JlJ  16. IS  Major aspects  of the compu~cr’s  impact on society
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.luslice Department

OVCI~  200 million rccm~~Is,  including inl’orm;~tion  OH  criminals and criminal suspects,

alicna,pcrsons  linked IO  organized  crmlc,  sccuritics-laws  violators and “individuals  who
I,

Over  one  billion records  that inludc  fils on  taxpayers, f’ol-eign  travc!crs, persons dccn~cd  by

111~  Scclct Scrvicc  to bc  pc~tcr~t~ally  lharml‘ul  to the prcsldcnt,  and dealws  in alcohol,

lil.(:;wm5,  and  cxplos~vcs.

Vetwants  Administration

Alo~~~ost  200 ~t~illion  records,  mostly on vctcrants and dcpcndcnts now rccciving  bencl’its

OI-  ~110  pot Ihcn~  iu the past.
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Multlmilliorl-tlt)lI:Ir  coporations arc no1  the only victims of computer- crime.  Whether the

oll~icc  has  one  pcrson~~l  co~npulcr  or ~1 cnlir-c  business  system, il dishonest cmployce or

SIIO~~III~  outsider  could hankrnp~  a s~null  bus~r~css  operation.

.Icr-nmc  Imbcl,  corlll’utcr~sccurity manager  at lloneeywcll,  ol’t’crcd  these  simple  steps  for

prcvcnting  computct-  crime  in a small business:

. Itack up all important t’ilcs  with copies and store  ol’f  the  premises.

. Physically pr-otcct  compu~cr  system  with locks.

. I’lacc inter-nal  controls. Do  not allow one person  to have too much authot-ity  over data

]w”““ssing  tallsacllons.

. I3c  carciul where you get  sofware,  and know who wrote it

. I’asswords  should be unique,  kept  sccrct, and changed frequently

. tlsc  dedicated  communications lines instead of dial-up networks or use “call up/answer

hack,” in which the  computer disconnects  your call, checks for the phone number

corrcspontling to your password and calls back to allow access

. lixtrcrncly  scnsitivc data can be  cncrptcd so that only one  or two pcoplc  have access  to it.

211  I6 17 Simple steps help deter  computer-crime demage
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